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Friends in Christ,
Back in January, we gave out Epiphany star words. We were invited 

to follow our particular word throughout the year. We also drew a word 
for the congregation as a whole, which we hung on the reception desk 
window. That word was perspective.

Six months later, none of us could have foreseen the state of our world 
and the situations we are facing. God may be revealing very different 
things to us through our Epiphany star words than we ever expected. Our perspective has certainly 
shifted. We may be looking at our lives, our circumstances, and our church in a very different way. 

A colleague from our Presbytery, Mary, moved to Maryland last year to take a new call. Mary shared 
a story this week about looking out her window and seeing a traffic jam in all directions out on the 
roads. Thinking this was so odd, since there had been few cars on the road for weeks, she wanted to 
know what was going on. A car crash? A big fire somewhere? Then she even noticed a helicopter circling. 
She put on her mask and went outside to see. Mary discovered that the event was food distribution 
at the local high school. The cars were backed up a mile long in every direction coming to get food for 
their families to eat. Finally, a police officer came to tap on the window of each car telling people they 
had to move on, the entrance was closed because the food had run out.

Mary went home sobbing deep heavy sobs. She realized things are far, far worse out there than she 
thought. She wrote, “Whatever I thought I knew about the impact of COVID-19 on the economy, I was 
wrong. Whatever I understood about the number of hungry people, it’s deeper. Whatever I thought I 
knew about the number of people on the edge, it’s so much bigger. In your town and mine. This isn’t 
going to be solved when barber shops open up, or when we can sit six feet apart in a restaurant. This 
isn’t going to go away when we can wander around Target, or buy a tennis racket, or go to the pool.” She 
also worried that, once we can do those things again, it will be easier to forget the level of suffering. 

Seeing those cars and the people waiting inside, Mary’s perspective changed. As I write you this 
morning, I am watching the pictures of the flooding in Midland. I cannot even process the suffering 
of people whose houses are floating away, on top of whatever grief or job loss or suffering they are 
already going through in this pandemic. That shifts my perspective and invites me to draw closer to 
God, who I trust is present in the midst of all this pain and who I know is calling me to respond to it, 
however I can.

As we continue to navigate our daily circumstances, I think our collective perspective is shifting. 
There are many ways for our point of view to move and lots of different possible outcomes. But I pray 
that when our perspective shifts, it will cause us to be more generous in our views of one another, 
as we imagine the hurting others are experiencing. I pray we will be quicker to pray and slower to 
criticize. I pray we will think more about how to protect the vulnerable and how to care for the well-
being of those who often go unseen. I pray we will give greater thanks for the simple things: a house, 
a family, food to eat, phone calls and connections with friends. I pray we will look right into our 
neighborhood and see how we can support people with food or prayers or getting back to work. I pray 
we will look at the bigger picture to realize why the impacts of current crises affect some communities 
so much harder than others. 

How has your perspective shifted in the last few months?
How is God showing you something new or different than you saw before?
How might our church adapt to our changing reality and seek to keep mercy, justice, and gratitude 

always in view?
May God give us eyes to see!
Grace and peace,

From the Pastor’s Desk…

perspective
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Worship On-line with FPCRO
In this time of staying at home, worship continues in an on-
line format. Each week, we are producing a worship service 
video from home that includes scripture, music, thoughts for 
kids, preaching, and prayer, and even online communication. 
Worship God from wherever you are, at anytime you choose!

Access the video each weekend on our website:  
www.fpcro.org/home-worship-resources

At the above site, you can also download a printed guide 
for worship, ideas for kids activities related to the weekly 
worship themes, and copies of the sermon.

Or, watch worship on our Facebook page and share comments with other worshipers: https://www.facebook.com/
fpcro/ (Clicking “like” and/or sharing posts of the church Facebook page is another way to help increase our reach.)



The Family of Liz Patterson had planned a surprise 
party on May 28 to celebrate her 90th birthday, 

but the pandemic changed things. Her family has 
reached out to ask if the FPCRO church family would 
send a note or card, or call Liz, 
and shower her with love the 
week of this milestone birthday.

Liz Patterson 
754 Upper Scotsborough Way 
Bloomfield Hills, MI 48304
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Congregational News

Memorial gifts  
were given  
in memory of Margaret Brom,  
Robert Cooper, and Tom & Dorothy Fraser.

First Presbyterian Church of Royal Oak

Columbarium
and

Memorial Garden
Information packets available

Questions:
Ken Bissey 248.709.4849

Now that we’re  
halfway through  

the year, revisit the initial 
thoughts, impressions, and 
prayers you first had with 
your star word. How have 
they changed? How have 
they grown?

Wednesday Night 
Meals on the Road
Chef Randy wants to 
cook for you!
On Wednesdays during the 
pandemic, Chef Randy will be 
preparing and delivering dinner 
to members and friends of FPCRO! If you could use a hand 
in preparing meals, an extra dinner in the freezer, or a 
renewed connection to the church, sign-up for a home-
cooked meal, delivered safely to your doorstep.

Place orders by calling the church and leaving a message 
on the GENERAL LINE at the RECEPTION DESK no later 
than 12 noon on Tuesdays. Indicate how many meals per 
family/person you would like. (Wait through the message 
until the end in order to leave your message in the correct 
place). Church staff will be picking up the messages. We 
can accommodate up to 25 orders each week. There is no 
charge for the meals or delivery.

Chef Randy is certified in safe food handling and 
preparation. Meals will be dropped at your doorstep 
between 5-7 pm on Wednesday afternoon/evening. 
Questions? Contact Randy at (248) 770-8077.

June Special Dates
• June 7, Trinity Sunday
• June 14, Flag Day
• June 20, First day of summer
• June 21, Father’s Day

May Session Update

On May 19, the Session appointed a Pandemic Response 
Team to make recommendations to the Session about 

re-starting in-person worship services and re-opening the 
church for activities. The team consists of Chris Klein, 
Marilyn Sutton, Lindsey Harris, Joseph Jackson, Kevin 
Ball, and Pastor Emma Nickel. The team will begin looking 
at recommendations from the state, the CDC, the PCUSA, 
and other ecclesial bodies about the best and safest 
practices for how we can begin coming together again. We 
do not anticipate a re-opening happening immediately and 
all efforts to re-open will be done with care and concern for 
the most vulnerable among us, and our wider community. 
Even when re-opening occurs, we intend to offer as many 
resources as possible to engage in church activities for 
those who continue to remain at home for their own safety. 
The Session will begin hearing recommendations from the 
Team in June, and you can expect to receive updates as 
decisions are made.
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Sun�owers
Christian Preschool

Marco Polo for Children
We are having a great time on our 
Marco Polo App. Come and join the 
fun! Children are invited to join 
Ms. Joelle and friends. The app is 
a place for children to talk to each 
other by posting videos. It can be 
thought of as an app that allows 
you to leave video voicemails that 
you can check on your own time and respond to at your 
leisure. An email was sent out to parents with a link to join 
the private group with other FPCRO children. Please feel 
free to post a video and let us know how you’re doing. Tell 
us what you’ve been up to. Watch for posts from Ms. Joelle 
and others. If you did not receive a link, please email Ms. 
Joelle at jjarrait@fpcro.org.

Lectionary Class
Our Sunday morning Lectionary 
Class continues and we’d love for 
you to join us! Join facilitator Peter 
Tanaka and class members at 9 am 
on Sundays to read the scriptures 
for the day and dig into their 
meaning, connections and the ways 
God speaks to us through them. 

Connect to the class using Zoom. 
To join with video and audio, download the Zoom Cloud 
Meetings app on your phone, tablet, or computer. At 9 am 
on Sunday, use the link below to join the webinar.

Join Zoom Meeting: https://zoom.us/j/175028691

Meeting ID: 175 028 691

Password: 417903

To join on the phone only, dial: +1 312 626 6799  
then punch in the meeting ID and Password as above, 
when directed.

Sunflowers Christian Preschool

Hope everyone enjoys their 
summer! We still have some 

openings for the fall in both the 
3’s and 4’s classes. If you know of 
anyone looking for a preschool let 
them know about our Christian 
based program! Have them call us 
for more information at 248.541.0108 ext. 220. 

–Mrs. Heitchue and Mrs. Gibson

July Book Study
Holy Envy: Finding 
God in the Faith  
of Others
Join Pastor Emma on 
Tuesday, July 28 from 
7-8:30 pm on Zoom for 
a discussion of Holy Envy 
by Barbara Brown Taylor. 
Get your own copy of 
the book—available in 
paperback, audiobook, or on 
Kindle—and come ready to 
share your thoughts, ask questions, and hear from others. 
Taylor, lovingly known as BBT, teaches world religion to 
undergraduates in Georgia and discovers much about the 
Christian tradition by delving deeply into these other 
practices of faith. Her work is very readable and personal! 
Questions? Contact Pastor Emma at enickel@fpcro.org

Join Zoom Meeting:  https://us02web.zoom.
us/j/88492945315

Meeting ID: 884 9294 5315
Password: 087737
Phone: +1 312 626 6799

Former FPCRO Pastor, the  
Rev. William R. Russell, has 

released a new book, Threescore 
Years and Ten: An Anecdotal 
Autobiography, which is available 
for purchase on Amazon.com, 
a local bookstore, or www.
intermundiapress.com. Rev. 
Russell sends his blessings to 
the congregation of FPCRO 
and remains well at his home  
in Florida.

Christian Education

Love — The Best Prayer
He prayeth best who loveth best
All things, both great and small;
For the dear God who loveth us,
He made and loveth all.

–Samuel Taylor Coleridge
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Welcome New Members!

On May 3, the Session welcomed seven new members through a virtual meeting. The Rev. Nickel called the meeting 
to order and led the group in prayer, following, the friends below were presented to be received into membership at 

FPCRO. We welcome you!

Josh and Sarah Baack: Josh and 
Sarah came to FPCRO when Pastor 
Emma worked with them on their 
pre-marital counselling and then 
conducted their wedding this past 
January. They were married this 
past January and Pastor Emma 

participated in the ceremony. Sarah works in government/
fleet sales for Bosch Automotive, and Josh is an engineer 
for Maxitrol. 

Phil and Gail Meengs: Phil and 
Gail are new to both FPCRO and the 
Presbyterian faith. While in Florida, 
they were invited by friends Don & 
Adair Calder to attend a Presbyterian 
church with them, and they felt called 
to continue their visits at FPCRO. Phil 

and Gail are retired and have 3 children. They split their 
time between summers in Freemont, Michigan on the 
west side of the state, a visit to Florida in the winter, and 
home in Sterling Heights.

Gay Montgomery: Gay has long 
considered FPCRO her second church 
home. She is a long time member 
of Westminster Presbyterian in 
Detroit, and has served many roles 
there. She has been a frequent visitor 
in Royal Oak as her son Steven 

Montgomery, daughter Robin Hanks, son-in-law James, 
and grandchildren Christian and Meghan are all members.

Todd and Mari Mortsfield: Todd 
and Mari have been visiting churches 
looking for a new church home and 
found themselves drawn to FPCRO. 
Todd is a computer engineer, and Mari 
is a preschool teacher. They have three 
children, two grown and one still at 

home, and live in Berkley. 

Lauren Ball: This fall, Lauren will be 
majoring in informatics at the University 
of Michigan. One of Lauren’s favorite 
church memories is traveling with the 
youth, especially on the trip to Alaska.

Ali DeVantier: Ali will be attending Central Michigan 
University where she plans to study athletic training. Her 
favorite church memory is the 2017 youth mission trip to 
Alaska.

Eliza Fedyk

Daniel Flanagan

Adam Hill: Adam will be attending 
Oakland University next year to major 
in Environmental Health and Safety 
while also competing on the track 
and cross country teams. His favorite 
church memory is going to Triennium at 

Purdue University in the summer of 2019, where he was 
able to connect with people of the same faith and grow as 
an individual.

Shannon Lewand: Next year, Shannon 
will be continuing her education at 
Butler University. She plans to major in 
elementary education with a minor in 
special education. Many of Shannon’s 
favorite church memories come from 

her time helping to teach Sunday School. One particular 
memory that stands out was the first lesson she taught on 
her own in the preschool room. It was on Easter Sunday 
and she remembers planning games and activities with 
Carmel Tinnes to play with the kids. “I loved being able to 
integrate my passion for education with my faith. It was 
one of my favorite Easter Sundays yet!”

Olivia Robbins

Owen Veryser

Matthew Walters

Congratulations Class of 2020!
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Worship and Music
Unraveled Worship Series
June 14 through July 5
How do we press onward when our tightly-knit plans unravel 
into loose threads? What do we become when our identity—
or the path we thought we were on—comes undone? What 
happens when our world falls apart? What if all of this is not 
the end we fear it will be?

In our unraveling, sometimes life surprises us with 
unexpected joy, love, and hope—with a new beginning we 
couldn’t have imagined. Sometimes we need God to unravel 
us, for we long to be changed. This worship series explores 
stories of unraveled identity, fear, grief, and expectations. 
These are stories where God meets us in the spiraling, and 
God unravels our plans—and us—into something new.

Sunday worship will invite us into stories from the Old and 
New Testaments to explore these themes. 

Unraveled Bible Studies
Pastor Emma will also hold two Bible studies during the 
series to explore additional scriptures that we won’t hear in 
worship. Join either one or both sessions for a time of digging into the scripture, asking questions, and wondering how 
God is speaking to us through these challenging stories today. 

7 pm, Thursday, June 18: Mark 5:1-20, Jesus heals Legion

7 pm, Tuesday, June 30: 2 Samuel 3:7; 21:1-14, Rizpah publicly mourns her sons who have been sacrificed by the King

Join Zoom Meeting: https://us02web.zoom.us/j/82612885736

Meeting ID: 826 1288 5736

Password: 545823

Phone: +1 312 626 6799

Singing In the Age of COVID-19

A recent document by the PCUSA in response to the pandemic asks Sessions  
to identify what factors in worship create risk and examine ways to reduce  

that risk. 

We are a people who praise God in many ways, and one of the greatest is through song. 
Congregational song and choral music are identified as particularly risky activities at 
this time. It is recommended that these elements of worship be omitted until they are 
deemed safe to resume. 

Singing is an aerodynamic and muscular process and, during that act, aerosols expelled 
can travel up to 27 feet. Even the act of wearing a mask does not eliminate all the droplets and aerosols emitted from one 
who sings. These aerosols can infect a person who approaches an area where someone has sung 20 minutes later.

Our Session and Worship and Music Committee have made the decision to err on the side of caution and science whenever 
a return to in-person worship happens. This means music will be limited at in-person worship to only instrumental and 
perhaps one soloist, safely placed. Thank you for your understanding and compliance. We look forward to revisiting this 
decision as circumstances evolve. 
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Intergenerational Art Project

Unraveled Fabric Medallion 
Materials:
• Hoop of any size. (Hula hoop, hanger made into a hoop, 

embroidery hoop, wreathe or garden hoop)

• Fabric that is easy to tear or cut into strips in three or 
more colors. (Cotton, knit, polyester blend, chunky 
yarn, etc.)

• Fabric or ribbon to cover the hoop.

• Ribbon or twine to create a loom on the hoop. Use a 
width to match the size of your hoop.

• Thick yarn or fabric strips to wind (weave) through  
the hoop.

• Scissors and masking tape.

Step 1: Cover Your Hoop
• Cut white or dark fabric into 

strips about 60 inches long.

• Using masking tape, tape the 
edge of the strip to your hoop 
and tightly wrap the fabric all 
the way around the hoop until 
the rim is fully covered.

• Tape the end to hold the fabric in place.

Step 2: Create Hoop Loom
• Using narrow ribbon or 

twine, cut and tie strips 
across the diameter of the 
hoop. Add at least 6 - 8 
long strips (to create 12-16 
spokes). Create less spokes 
depending on the size of your 
hoop. Space these out evenly and keep taut.

• You will need an odd number of spokes for the  
weaving pattern to work successfully. To do this, pull 
two spokes together (by shifting the knots over along 
the hoop) so they overlap. Treat them as one spoke 
when weaving. Re-adjust the rest of the spokes so they 
are spaced out evenly.

Step 3: Weaving the Fabric Medallion Hoops
• Take a strip of fabric or yarn 

and either tie it to the end of 
the previous fabric/yarn, or 
tie it to one of the spokes.

• Start weaving “over/under” 
the spokes so the loom has a 
solid core. 

• Switch colors in order to make a pattern.

Step 4: Add Prayers to Your Medallion
• Write a prayer on a fabric 

strips to weave into your 
medallion. You can use a pen 
or fabric crayon to write on a 
strip of fabric or add a prayer 
on a piece of paper and tie  
it in.

• Here is a prayer prompt: “Dear God, please weave _____
into my life.”

Step 5: Tie Off the Completed Medallions
• When the medallion is  

close to the edge of the hoop, 
cut the ribbon spokes from 
the loom.

• Find the spoke where you 
overlapped two ribbons to 
create one spoke.

• Separate the ribbons and tie 
each of them to the spoke on 
the left and the right.

• Move around the medallion 
until all spokes are tied off 
in pairs. You will want to tie 
these knots loosely, as tying 
them tightly will alter the 
round shape of the medallion.

• Take a picture of your 
medallion to share with your 
friends at FPCRO.

During our Unraveled Worship  
Series, create this art project at 
home to think about unraveling and 
weaving together.
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Meet Our Deacons-Elect

The following are the slate of nominees for service as Deacons and Elders in the coming year, pending election at the 
Congregational Meeting on May 31, 2020. They are looking forward to leading and supporting our church, especially 

in this season of new challenges and opportunities. Join us for a short worship service by Zoom on Sunday,  
June 21 at 10:30 am to commission them for service!

Join Zoom Meeting https://us02web.zoom.us/j/83455454190
Meeting ID: 834 5545 4190
Password: 390548
Phone: +1 312 626 6799

Deacons Elect
Dan Kline: Dan was raised at FPCRO 
and has been a member for 13 years. 
He has great memories of the youth 
mission trip to Costa Rica. It was 
a mission full of wonderful people 
and good work done in a beautiful  
country. At church, Dan serves as an 
adviser to the youth group. Dan works 
as a programming services assistance 
at Arden Courts of Livonia. In his 

spare time he enjoys reading and playing video games and 
board games. 

Linda Willemsen: Linda has been 
part of FPCRO since the 1990s, 
when she remembers pushing a 
stroller to come to church. She made 
wonderful friends with other parents 
in the congregation and still calls 
some of those folks friends. Her two 
children, now adults, are Abby and 
Evan. She enjoys Bible study and 

Wednesday Night Live activities. Outside church, Linda’s 
hobbies include yoga, reading, music, walking, historical 
architecture, home tours, concerts, and festivals. She has 
been involved with the National MS Society – Michigan 
Chapter, in honor and memory of her late husband, Jim. 
She works as a Marketing Manager and currently serves 
as Vice Chair of the Michigan Local Steering Committee.

Barb Stafford: Barb is a retired 
fourth grade teacher and has been a 
member of FPCRO, with her husband 
Larry, for about 35 years. Barb first got 
affiliated with the church through the 
softball league and liked the Sunday 
school experience offered for her sons, 
Brian and Brent. Previously, Barb has 
participated in the handbell choir, too. 

Barb serves as a volunteer reader in the Ferndale schools, 
enjoys her book club, kayaking at her cottage up north, and 
walking her dog, Charlie. She has two grandchildren, Tyler 
and Travis. 

Denise Savino: Denise was baptized 
at FPCRO as an infant and her family, 
the Callahans, have long been involved 
here. She is a retired middle school 
teacher who taught for 33 years in the 
Plymouth-Canton district, loving the 
flexibility of retirement and travel. 
Denise helps with activities at two 
memory-care facilities near her home, 

helps with funeral luncheons at church, and is a member of 
a great 5F fellowship group. She has a stepson in Denver, 
CO, and enjoys exercise, reading, and socializing with 
friends and family. 
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Meet Our Elders-Elect
Elders Elect

Grace Watson: Grace will be a senior 
in high school this fall in Berkley and is 
joining the Session as the youth elder. 
Her family has attended the church 
since she was a baby and she joined the 
church through confirmation last year. 
Her favorite memories from FPCRO 
are from the Christmas pageants and 
the elementary musicals. She is a 

member of the chancel choir and youth group. Grace loves 
anything that involves music—she sings and plays guitar 
and trumpet!

Beau Woehrle: Beau serves in 
the United States Coast Guard 
Sector Detroit as Search and Rescue 
Coordinator. After moving around the 
country for 17 years with his military 
service, he fell in love with Royal Oak 
and has settled here. In previous 
congregations, Beau has helped lead 
a high school Bible study, volunteered 

with the food pantry, and had been in productions of the 
“Last Supper.” Beau is the co-creator of a local Table Top 
gaming group. He has a daughter, Isabella, who is thirteen.

Ginny O’Brien: Ginny is 
transitioning onto Session from 
many years of serving on the Board of 
Trustees. She first joined the church in 
the confirmation/communicants class 
in 1957 and has been active here since 
1963. Ginny’s first career was as a flight 
attendant with TWA, and she later ran 
her own business as a seamstress. Her 

fondest memories are of being married at FPCRO, having 
her children baptized in the sanctuary, and the wonderful, 
caring people she’s known here. Ginny is also a member 
of the Chancel Choir, whom she regards as her second 
family. In her other family, Ginny has five children, seven 
grandchildren, and four great-grandchildren. 

Tere Ryan: Tere Ryan has been a 
member of FPCRO for 30 years, this 
August! She and her husband Mark 
were married at the church and raised 
their three sons Austin, Bradley, and 
Douglas here. She was very active in 
youth ministry when her boys were 
growing up and enjoys volunteer 
service and being a newsletter 

proofreader. Tere serves as Administrative Assistant in her 
family’s business. She enjoys reading, race walking, and 
spending time with family and friends. Tere began service 
as a Trustee this past year and is now moving into the role 
of elder. 

Marilyn Sutton: Marilyn is a retired 
Early Childhood Education teacher 
and director, serving for many years 
at Cranbrook Schools. She started 
attending the church after she married 
her husband, Mark. Marilyn has a 
blended family with five sons, Bret, 
Mike, Andy, Todd and Eric and 10 
grandchildren. She enjoys reading, 

knitting, gardening, many church activities, and spending 
time at her cottage in Lexington. Currently, Marilyn 
serves on the Christian Education committee, helps with 
programming at Wednesday Night Live, is a member of the 
Earla Smith board, and attends the Sunday Lectionary Class. 

Derek Helenberger: Derek is a 
mechanical and biomedical engineer. 
He joined FPCRO about 20 years ago, 
around the time his daughter Annika 
was born. He is also dad to Kavanaugh, 
who is a high schooler. He was drawn 
to the congregation because of its 
strong traditional worship and music 
program and the minister’s sermons. 

Derek has just completed a term of service on Trustees, 
enjoys grounds clean-ups, and has previously taught Joyful 
Journeys and served as a youth adviser. He loves reading 
(especially history and true crime), playing, watching, and 
coaching soccer, cooking, gardening, and bicycling. 

Karen Kline: Karen is a third-
generation member of FPCRO and, 
with her husband Kevin, raised her 
children Audrey, Jeff, and Dan at the 
church. Karen has great memories 
from church of playing chase as a 
youth herself, helping lead mission 
trips, as well as Jeff’s ordination to 
the ministry and Audrey’s wedding, 

co-officiated by Jeff, at FPCRO. Karen has been a faithful 
greeter and leader of funeral luncheons for years, as well as 
serving in many other capacities. She is coming off a five-
year term on the Michigan State Executive Board for the 
P.E.O. Sisterhood.  In her spare time, she enjoys baking, 
cooking, watching her grandchildren, and hopes to learn 
to blow glass as a new hobby! 
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Congregational Information
Phising and Scam Emails
Recently we have been notified of a rash of emails sent 
by someone pretending to be one of our pastors. These 
emails sometimes ask people to email them back as soon 
as possible or ask for some other form of “assistance.” If 
you receive any such emails, please mark as spam. 

We also want to be sure you understand that your pastors 
will never ask you for assistance in a cursory email asking 
for a quick reply, or asking you to meet us in a particular 
location, or to send something to us. If we need to ask you 
for some form of support for our work as a church, we'll 
always call you on the phone.

Please note the sample email below—this scam email 
was not sent from Pastor Emma, was not sent from 
her account, and her account was not hacked. Emails 
from FPCRO will always come from @fpcro.org. The scam 
emails are being sent from a different, or “spoofed” email 
address. Unfortunately, anyone can create a new email 
address and pretend to be someone they are not.

Here are some red flags that typically occur in 
phishing or scam emails:

• Emails urging for immediate action or a favor

• Emails with spelling errors or other inconsistencies 
(wrong company address, capitalization mistakes, etc.)

• Emails with inconsistent email addresses (the email 
address does not match the usual email address of the 
sender, a different reply to email address)

• Emails that have a different greeting or sign off  
than usual

• Emails requesting login credentials, payment 
information or other sensitive information

• Emails that seem to be too good to be true (promises of 
money, winnings, etc.)

Unfortunately, the list goes on…

If you ever have a concern about a particular email you 
have received from someone on staff, or if something just 
seems “off” in an email, please contact us directly or call us 
at 248-541-0108.

How to Identify Email Spoofing
Email spoofing happens when someone sends an email to you that appears to be from another person. It's usually used 
in conjunction with phishing scams, where a bogus company is trying to get your personal information. If you suspect 
spoofing, check the email's header to see if the email address generating the email is legitimate. You can also find hints 
in the content of the email that it might be spoofed.

Reviewing the Email Header
1. Check the email address, not just the display name.
Spoofing scams use a sender name that will look familiar to try to trick you into opening the email and following the 
instructions. Whenever you get an email, hover your mouse over the contact name and look at the actual email address. 
They should match or be pretty close.
• For example, you might get an email that looks like it’s from your bank. So the sender name will be “US Bank of 

America.” If the email address is something like “customerservice@nowhere.com,” chances are you’re being spoofed.

• If someone’s personal email address is spoofed, make sure the email address listed is the one you have for that person.

Pictured above is a bogus email recently received. Notice the email address is not from enickel@fpcro.org, and Pastor Emma will NEVER ask for assistance in 
this manner.
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Congregational Information
2. Look for the header.
The header information for each email address is located in 
a different place for each email provider. Pull up the header 
so you can review the information. The email addresses in 
the header should match the email address it’s supposed to 
be coming from.
• In Apple’s Mail app, you can find header information 

by selecting the message you want to review, 
choosing “View” at the top of the app screen, then 
“Message,” then “All Headers.” You can also press 
Shift+Command+H.

• In Outlook, select View/Options.

• In Outlook Express, select Properties/Details.

• In Hotmail, go to Options/Mail Display Settings/
Message Headers and select “Full.”

• In Yahoo! Mail, select “Full Headers.”

3. Check the “Received” field.
Every time the sender sends an email or a reply, a new 
“Received” field is added to the email’s header. In this field, 
you should see an email address that matches the sender 
name. If the email is spoofed, the received field information 
won’t match the email address.
• For example, in the received field from a legitimate 

Gmail address, it will look something like “Received 
from ‘google.com: domain of’” and then the actual  
email address.

4. Check the return path.
In the header, you’ll see a section called “Return path.” 
This is the email address that any reply will be sent to. 
This email address should match the sender name in the 
original email.
• So for example, if the email name is “US Bank of 

America,” the return path email address should be 
something like “customerservice@USBankofAmerica.
com.” If it’s not, chances are the email is spoofed.

Checking the Email’s Content
1. Review the subject line.
Most spoofing emails contain alarming or aggressive 
subject lines to try to convince you to follow the links 
inside. If the subject line seems designed to scare or worry 
you, chances are it’s a spoofing email.
• For example, a subject line like “Your account has been 

suspended” or “Take action now: account suspended” 
indicates the email is a spoof.

• If the spoofed email is coming from someone you  
know, the subject line might be something like “I need 
your help.”

2. Hover over links.
If the email includes links, don’t click them. Instead, let 
your mouse hover over the link. A small box should pop up 
that shows you the actual URL that the link will take you 
to. If it looks suspicious, or isn’t related to the supposed 
sender, don’t click it.

3. Look for spelling and grammar mistakes.
Legitimate emails will be well-written. If you notice any 
spelling or grammar mistakes, you should be suspicious of 
the email.

4. Beware requests for personal information.
Most legitimate companies, especially banks, will never ask 
you for your personal information through an email. This 
can include usernames, passwords, or account numbers. 
Never give out this information through an email.

5. Look for too much professional jargon.
In contrast to poorly written emails, spoofing emails might 
also sound overly professional. If they overuse professional 
or discipline jargon that you don’t recognize, they could be 
trying too hard to sound legitimate.

6. Check the email’s tone.
If you’re receiving an email from a company or client 
you work with regularly, there should be plenty of detail. 
Anything vague should make you suspicious. If the email 
is supposed to be from a friend, check to make sure it reads 
like their emails usually do.

7. Look for contact information in professional 
emails.
Legitimate communications from companies will include 
contact information for the person contacting you. If you 
can’t find an email address, phone number, or mailing 
address in the email, chances are it’s a spoof.

8. Contact the sender directly.
If you’re not sure whether an email is a spoof, contact 
the sender it’s supposed to be from. Check a company’s 
website for their customer service contact information. 
Their customer service department should be able to tell 
you whether the communication is legitimate. You can call 
or text a friend you suspect of being spoofed.

• If you suspect an email has been spoofed, don’t reply 
directly to the email asking for clarification. If you do, 
it’s a good way for the person on the other end of the 
spoofed email to try to get more information from you.
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Walk with Jesus–VBS Delivered to You!

find us on:

We are excited to announce our 2020 VBS Home Edition! Families 
will have an opportunity to participate in our “Walk with Jesus” 

event right from home. We will look at what it means to walk with Jesus 
and hear about people who walked with him on his travels. 

All materials will be delivered right to your door, and online videos will be 
available for you to watch anytime. Stay tuned for more information on 
this unique event that will happen in July! 


